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Abstract—In software engineering, documenting is a time-
consuming and error-prone task. This is no exception for REST
APIs, which are widely used for client-server communications
on the web. The OpenAPI Specification (OAS) is an industry
standard to document such APIs, and various tools have been
developed to assist OAS generation. However, such approaches
require advanced inputs such as source code, request samples,
or HTML documentation, which are not always available. To
address this problem, we present RESTSPECIT, a tool that auto-
matically generates REST API specifications in the OAS format.
Our tool takes an API name and endpoint as input and infers
relevant documentation. This is done by generating/mutating
HTTP requests with the help of an LLM and verifying their
validity based on the server responses obtained. Our evaluation
demonstrates that RESTSPECIT is effective (94% of routes and
93% of query parameters found on average), efficient (in terms
of API requests, execution time, and LLLM tokens), and capable
of discovering undocumented routes and query parameters.

The repository of the tool is available at: https://github.com/
alixdecr/restspecit.

A demonstration video of the tool is available at: https://youtu.
be/OM6Q4Le3kTM.

Index Terms—REST APIs, OpenAPI Specification, LLMs,
Automation, AI4SE.

I. INTRODUCTION

The REpresentational State Transfer (REST) [1] architec-
tural style is used to build many web systems, with principles
such as client-server separation, statelessness, and uniform
interfaces through HTTP. Services adhering to such principles
are termed REST (or RESTful) APIs. To communicate with
REST APIs, clients send HTTP requests containing methods,
paths, and optionally query parameters, headers, or payloads
(e.g., GET /currency?id=euro to retrieve the euro cur-
rency, or POST /users with a JSON payload {"name" :
"john"} to add a new user named John). Then, API servers
respond with information regarding the validity of requests,
often containing HTTP status codes and messages (e.g., 200
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OK with the requested data for a success, or 404 Not
Found for an unavailable resource with the message "User
named John does not exist").

While such APIs follow REST principles, one API may
heavily vary from another in terms of usage. For instance, an
API specialized in information retrieval might contain many
GET routes with various query parameters, while an API
specialized in user management might contain many POST
routes with specific payload syntax. Therefore, documentation
is crucial for clients to use REST APIs correctly. For this
purpose, the OpenAPI Specification (OAS) [2] is a widely
adopted standard to formally document REST APIs in a
machine-readable format (JSON or YAML).

However, producing documentation remains a challenging
task in software engineering [3], and REST APIs are no excep-
tion. Indeed, documentation for such APIs may be nonexistent,
informal (i.e., not OAS compliant), or incomplete (e.g., lacking
routes or parameters). While state-of-the-art approaches exist
(cf. Section 1V), they often require advanced inputs such
as source code, request samples, proxy servers, or HTML
documentation, limiting their impact as such data is not always
available.

As a result, we present RESTSPECIT, an automated black-
box tool that generates REST API specifications in the OAS
format. The tool requires minimal input: an API name, end-
point, and access credentials (for LLM and/or API). REST-
SPECIT generates and mutates HTTP requests, and analyzes
responses to infer and validate the documentation it produces.
The tool relies on an LLM, assisting request generation and
mutation. We hypothesize that using an LLM is a promising
approach for our case as it may (i) recognize the semantics
of REST API elements from limited context (e.g., associating
/currency with a money currency API or identifying page
as a pagination parameter), (ii) synthesize API information
found beyond official documentation (e.g., undocumented
routes described in community discussions), and (iii) facilitate
description generation for OAS files.

We detail our approach in Section II. Then, we provide
evidence of utility through an evaluation in Section III. We
detail related work in Section IV. Finally, we provide a
conclusion and suggest future work in Section V.
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Fig. 1. Architecture of RESTSPECIT.

II. APPROACH

Intended Users and Usage Context. Our tool is aimed at
(1) REST API developers who wish to generate or improve
their API documentation and (ii) REST API clients who
wish to understand APIs with insufficient documentation by
generating new documentation with RESTSPECIT.

Provided Artifacts. We provide a GitHub repository [4]
containing the implementation of RESTSPECIT, documen-
tation for setup and configuration, our evaluation data for
replicability, and the license for availability and reusability.

Architecture. Figure 1 illustrates the architecture of REST-
SPECIT. Phases and components are referenced by purple cir-
cles @ First, input is provided by the user in a configuration
file @. To operate, the tool requires an API name and a valid
endpoint URL. If the API requires a key or token for request
authentication, it should also be provided. If the user leverages
an LLM through an API binding (default for the tool), an
access key is most likely required to send prompts. Next,
the initialization phase occurs @. During this phase, the ex-
ecution is configured based on user parameters. An OpenAPI
Specification (OAS) file is generated, based on a predefined
and up-to-date template for OAS v3.2.0 (latest version as of
July 2026). HTTP request seeds are also generated. To do
s0, the tool infers requests based on (i) API-related keywords
returned by the LLM @, (ii) a predefined list of common API
paths (e.g., /health, /ping, /swagger, etc.), and (iii)
API paths inferred by the LLM. Then, request seeds are mu-
tated €)-@. The masking phase €) hides a section of a request
seed (i.e., replaces a section with a generic placeholder such as
/currency/<path> or /pets?<parameter=value>)
for a specific mutation. This process generates a masked
request. The mutation phase @ takes this masked request and
asks the LLM for values that could replace the mask. Mutated
requests are then obtained by substituting the mask with values
returned by the LLM. The mutation process repeats until it
reaches a provided budget (time and/or number of iterations).
To verify the validity of generated requests, they are sent to
the API server () with the OPTIONS HTTP method. This

method is used to ask a server what operations are supported
for a specific path. If an API does not handle OPTIONS,
fallback methods can be specified in the configuration of
the tool. By doing so, all methods related to the path are
directly analyzed and inferred if valid (e.g., GET /pets/1,
DELETE /pets/1, etc.). If the method requires a payload
(i.e., POST, PUT, or PATCH), it is generated by the LLM and
sent alongside the request. After obtaining a response from the
API server, an oracle @ is used to assess request validity by
analyzing response data. RESTSPECIT rejects requests that
triggered invalid response status codes (i.e., 4xx client error
and 5xx server error ranges). If a response did not contain
a status code from these ranges, the corresponding request is
partially accepted, depending on the following two checks:

o Error Message Heuristic: If a status code is valid (2xx),
RESTSPECIT analyzes the response. If it contains an
error message with keywords such as “error” or “not
found”, the request is flagged as invalid due to a false
positive. Indeed, status codes are insufficient to determine
the exact validity of a request [5].

o Invalid Query Parameters: Due to the Robustness Prin-
ciple (i.e., Postel’s Law) [6], many REST APIs do not
return errors when only query parameters of a request
are invalid. This behavior may lead to the documentation
of invalid parameters. To solve this problem, the oracle
compares the responses of requests with and without
query parameters. If the responses are identical (i.e.,
the parameter did not modify the behavior of the initial
request), the request is not inferred. This heuristic may
fail in some cases (e.g., a parameter sorting a page and
the initial page is already sorted) and was not used for
our evaluation. Its improvement is left for future work
(e.g., trying different parameter values).

Afterwards, API documentation is inferred @ based on
request flagged as valid by the response oracle. The tool
extracts information from request-response pairs to generate
OAS fields for paths, HTTP methods, parameters (query and
path), payloads, and responses. The tool may also support the



generation of OAS descriptions by providing relevant context
to the LLM. Finally, when mutations are finished, output is
provided to the user @, consisting of (i) the generated OAS
in a . json file, (ii) the execution logs in a .log file, and
(iii) the request seeds (valid and invalid) in a . json file.
Implementation. RESTSPECIT is implemented in Python
(v3.12), and requires mainly two external packages: openai
to send prompts to the LLM, and requests to send requests
to API servers. To easily handle reproducibility, instructions
to create a virtual environment (with the exact versions of
the packages) are provided in the tool’s repository. Users may
modify the config. json file to configure API information
and execution parameters. The LLM in use is substitutable;
For GPT and DeepSeek models, users need to insert the
model identifier into the 11m-id configuration parameter,
and provide an API key in a .env file as LLM_API_KEY.
It is also possible to add new model families by extending
the BaseModel class and modifying the prompt_model
function (serves as a binding for prompts). Additional instruc-
tions regarding configuration parameters and LLM substitution
are provided in a README . md file. Classes and functions of
the tool are documented through the Google Python docstring
style, facilitating the development of forks and extensions.
Practical Example. Once the tool is correctly set up on a
machine (with Python library requirements and LLM access),
we can infer API documentation. For instance, we would
like to generate the documentation for “An API of Ice and
Fire”. To do so, we specify its name and endpoint in the
config. json file. Other parameters may be configured,;
Their uses are detailed in the tool’s repository. Then, we
execute the tool and let it run. When the execution terminates,
an outputs/<api-name> folder is created, containing
execution logs, request seeds, and the generated OAS file. Fig-
ure 2 illustrates an example of such documentation rendered
in an OAS viewer. As shown, routes and parameters that were
discovered during execution are documented and described.

An API of Ice and Fire: OpenAPI Specification®

API Description - The An API of Ice and Fire API is 2 RESTul web service that provides access to data from the A Song of Ice and Fire book
series by George R R. Martin. It allows users to retrieve information about characters, books, houses, and other elements from the series in
JSON format

API Key - The API does not require a key to be used

eeeeee

default ~
/api/books ~

The GET /api/books route retrieves a list of books from the An AP of Ice and Fire, providing details such as the book's name, authors,
number of pages, publisher, country, media type, released date, and URLS to related resources.

Parameters

name The name query parameter can be used to filter the list of books by their exact title when making a
string GET requestto the /api/books route
” Example : A%20Game%200f%20Thrones
)T

fromReleaseDate The fromReleasebate query parameter filters the list of books to include only those released on or
string after the specified date
qu Example : 1996-08-01

Fig. 2. Example of an OpenAPI Specification generated by RESTSPECIT.

1II. EVALUATION

For our evaluation, we formulate the following research
question: How effective and efficient is RESTSpeclT in gen-
erating REST API documentation? By answering it, we aim
to assess:

« Effectiveness: How complete the generated OAS files are
in terms of API routes (HTTP method + paths) and query
parameters w.r.t. given documentation baselines.

« Efficiency: How many requests are sent to API servers,
how fast the tool infers documentation, and how many
tokens are consumed for LLM-related costs.

Benchmark. We selected five APIs from the Public REST
API Benchmark (PRAB), a state-of-the-art benchmark [7]
containing the OAS files and structural characteristics of
various REST APIs.

Experimental Setup. We ran our evaluation using a laptop
with a 2.4GHz processor, 16GB of RAM, and a stable Ethernet
connection. We executed our tool on all REST APIs five
times each (by specifying their names and endpoints in the
configuration) to account for randomness in prompt responses
and seed selection. Each execution uses a budget of 10 mu-
tation iterations (cf. Section II). Accordingly, we compute the
mean and standard deviation for these executions. Regarding
LLM selection, we opted for deepseek-v4-flash (with
a default temperature of 1), from the latest series of DeepSeek
models as of July 2026. We extracted API routes and query
parameters from the benchmark documentation (ground truth
baseline for the evaluation). The presented metrics were com-
puted using the following definitions:

TP

l= ———
Reca TP + TN
Precisi TP
recision = ———
SR = TP L FP

y Precision x Recall
Precision + Recall

F1=2

Where:

o TP (True Positives) correspond to documented elements
that were found by our tool.

« FN (False Negatives) correspond to documented elements
that were not found by our tool.

o FP (False Positives) correspond to undocumented ele-
ments that were found by our tool, yet are invalid.

Effectiveness Results. Table I illustrates the effectiveness
results. The results suggest that RESTSPECIT is effective,
with 94% of discovered routes and 93% of discovered query
parameters on average (i.e., recall). Regarding precision, the
tool did not infer false positives for routes in all APIs.
However, query parameter precision averages 83%, suggesting
that about 17% of inferred query parameters are false positives.
The resulting Fl-score averages 97% for routes and 87%
for query parameters, indicating that RESTSPECIT remains
effective for documenting REST APIs.



Moreover, our tool discovered undocumented and valid API
data. For instance, the Random User Generator API documen-
tation does not mention the /portraits path, yet it was dis-
covered by our tool. The validity of this path was verified, as
sending a request with the /portraits/women/42. jpg
path returned a picture of a woman. Similarly, the undocu-
mented and valid query parameter rel_rry was discovered
for the Datamuse API: When adding this parameter with the
value “toto”, responses returned data with similar words such
as “coco”, “logo”, “kyoto”, etc. An advanced analysis of
undocumented and valid data is left for future work.

Efficiency Results. Table II illustrates the efficiency results
in terms of API requests sent, execution time (in seconds),
and LLM tokens consumed (input and output). As shown, a
typical execution of the tool with a mutation budget of 10
takes around two minutes, sends 243 API requests, and con-
sumes 4,473 input/1,593 output LLM tokens (costing less than
$0.01 for deepseek-v4-flash). These results suggest that
RESTSPECIT is also efficient for documenting REST APIs.

Summary: RESTSPECIT is effective at discovering
REST API documentation, with 94% of routes and 93%
of query parameters found on average. The tool is also
efficient, with an average of 243 API requests sent,
122 seconds of execution time, and few LLM tokens
consumed (< $0.01) during a typical execution.

Further Assessing Generated Documentation. To further
evaluate RESTSPECIT, we would like to augment existing
API specifications and improve their usefulness for API stake-
holders by assessing quality [8]. We will design a mixed-
method study following state-of-the-art guidelines [9]. Regard-
ing the quantitative assessment of specification augmentation,
we will consider metrics such as the number of new routes
or new examples RESTSPECIT generated for a given API
compared to its original specification. We will assess the
documentation’s usefulness qualitatively by asking a diverse
pool of over 30 users to perform a specific task (e.g., “I
would like to retrieve information for a pet named Romeo”)
using either the original or the augmented specification. We
will record whether the task was successful, the time needed
to complete it, and provide participants with an open-ended
questionnaire. Questions will focus on the experience of ex-
ploiting the (augmented) specification: “How informative are
the generated examples?”, “Are generated descriptions easy
to understand?”, etc. Specifically, we will adapt the System
Usability Scale (SUS) [10] to formulate our questions. We
will use this feedback to refine the LLM-based generation.

IV. RELATED WORK

Practices related to REST API documentation are widely ex-
plored in software engineering and may be classified into three
distinct categories: generation, enhancement, and creation.

Generation. Most practices focus on automatically generat-
ing documentation for existing REST APIs. The targeted for-
mat is OAS, as it is machine-readable (useful for testing tools)

and widely recognized as an industry standard. To generate a
REST API documentation, input related to the API is required.
Many approaches rely on an HTML/textual documentation of
the API [11]-[15]. Other approaches rely on static analysis
and API source code [16]-[20]. Some approaches require
specific input, such as API call examples [21], an HTTP proxy
server [22], or an API user interface [23].

Enhancement. Rather than directly generating REST API
documentation, some practices focus on enhancing existing
ones. For instance, Kim et al. [24] present NPLTOREST,
a tool that can enhance OAS documents by extracting rules
from human-readable descriptions. Gonzalez et al. [25] focus
on improving documentation with NLP, by adding human-
readable descriptions.

Creation. Other practices focus on creating documentation
for new (i.e., unimplemented) REST APIs, based on provided
human descriptions of their design/uses. Chauhan et al. [26]
describe a REST API development approach that uses LLMs
and user-provided descriptions.

LLM Reliance. Among the described practices, many uti-
lize recent LLMs [12]-[14], [16], [17], [20], [24]-[26] and
provide effective results. This demonstrates that LLMs are
suitable for REST API documentation tasks.

Positioning. RESTSPECIT may be classified into the gen-
eration category. However, in contrast to other approaches, our
tool does not require advanced input related to the REST APIL.
As mentioned in Section II, only the API name and endpoint
URL are required, along with access keys.

V. CONCLUSION AND FUTURE WORK

In this work, we presented RESTSPECIT, a tool capable of
generating REST API documentation in the OpenAPI Specifi-
cation (OAS) format. RESTSPECIT does so by generating and
mutating HTTP requests with the assistance of an LLM. By
verifying the validity of requests with a response oracle, API-
related information is extracted from request-response pairs
and progressively inferred into an OAS document. API paths,
HTTP methods, parameters, payloads, and responses may be
found with the tool. Our approach is the first of its kind to
require minimal input, as solely an API name, endpoint, and
access keys (for LLM and/or API usage) are required. Based
on a preliminary evaluation, we found that RESTSPECIT is
effective (94% of routes and 93% of query parameters found
on average), efficient, and capable of discovering undocu-
mented routes and query parameters.

For future work, we plan to handle existing OAS files,
improve the tool (e.g., response oracle and false positive
detection), and focus on undocumented data found by the tool.
As mentioned in Section III, we will conduct a qualitative
evaluation with REST API users and testers. We will also
evaluate additional APIs, LLMs (e.g., Claude, Gemini), and
compare cloud vs. local models.
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TABLE I

RECALL, PRECISION, AND F1-SCORE OBTAINED FOR ROUTE AND QUERY PARAMETER DISCOVERY ACROSS REST APIS. REPORTED VALUES
CORRESPOND TO THE MEAN (AND STANDARD DEVIATION) ACROSS 5 INDEPENDENT EXECUTIONS.

API Name No. Routes Route Recall Route Precision Route F1 No. Param. Param. Recall Param. Precision Query Param F1
An API of Ice and Fire 7 1.00 (0.00) 1.00 (0.00) 1.00 (0.00) 17 0.98 (0.03) 0.69 (0.14) 0.81 (0.10)
Datamuse 2 1.00 (0.00) 1.00 (0.00) 1.00 (0.00) 24 0.94 (0.02) 0.90 (0.08) 0.92 (0.04)
Open Brewery DB 6 0.90 (0.09) 1.00 (0.00) 0.95 (0.05) 13 0.91 (0.03) 0.85 (0.12) 0.88 (0.08)
Random User Generator 1 1.00 (0.00) 1.00 (0.00) 1.00 (0.00) 12 0.80 (0.05) 0.86 (0.12) 0.82 (0.05)
REST Countries 12 0.82 (0.07) 1.00 (0.00) 0.90 (0.04) 4 1.00 (0.00) 0.83 (0.17) 0.90 (0.10)
Average 5.60 (3.93) 0.94 (0.07) 1.00 (0.00) 0.97 (0.04)  14.00 (6.54) 0.93 (0.07) 0.83 (0.07) 0.87 (0.04)
TABLE II

EFFICIENCY RESULTS IN TERMS OF API REQUESTS, EXECUTION TIME, AND LLM TOKENS (INPUT AND OUTPUT). REPORTED VALUES CORRESPOND TO

[1]
[2]
[3]

[4]
[5]

[7]

[8]

[9]

[10]

(1]

[12]

THE MEAN (AND STANDARD DEVIATION) ACROSS 5 INDEPENDENT EXECUTIONS.

LLM Input Tokens LLM Output Tokens

3121.20 (295.05)
3056.80 (419.42)
3129.80 (385.16)

1347.60 (1156.01)
1722.60 (403.32)
1311.00 (112.81)

API Name API Requests Execution Time (s)
An API of Ice and Fire 125.00 (11.49) 65.04 (8.47)
Datamuse 166.40 (69.28) 74.98 (14.18)

Open Brewery DB 132.80 (9.23) 97.36 (6.57)
Random User Generator 298.40 (166.79) 118.55 (49.49)

REST Countries 490.40 (107.25)

254.48 (52.07)

5286.40 (1942.59)
7771.20 (1540.84)

2035.60 (1084.72)
1547.60 (346.96)

IEEE,

Springer, 2017, pp. 267-284.

IEEE,

Average 242.60 (138.72)  122.08 (68.74) 4473.08 (1853.48) 1592.88 (266.27)
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